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Abstract: The purpose of this study was to design a specification of privacy security for a XML-based
PHI, MyPHR. MyPHR document has a root element, MyPhr, with two child elements, MyPhrHeader
and MyPhrBody. MyPhrHeader element has management information of itself, and MyPhrBody element
includes one or more MyPhrModules which represent their own type of health record. MyPHR
guarantees privacy security through access control and encryption specification that can be processed
only by its management system. It has elements representing access control lists within MyPhr
document and permits to encrypt elements representing private information by using XML Encryption.

Private information of MyPHR document is

included within both protectedInfo element of

MyPhrHeader and MyPhtBody element. This study identified that privacy security is guaranteed by
two security mechanisms, encryption and access control. Encryption hides private information from all
persons excepting the person who has the security key, and access control protects unauthorized access

of private information.
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Table 2. Access subject types

Type Description

all All accessing persons

creator Creator(writer) himself/herself
owner Person who is being written about
doctor Clinical doctor

agent First-aid agent
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(securityLevel)9] o]t}

<securityLevel>
<accessRight permit="all">owner</accessRight>
<accessRight permit="read">doctor</accessRight>
</securityLevel>

Figure 1. Access control element
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Figure 2. Enveloping XML Encryption
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<EncryptedData Id="EncryptedBody"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.org/
2001/04/xmlenctaes128-cbc" />
<ds:Keylnfo
xmins:ds="http://www.w3.0rg/2000/09/xmidsig#">
<ds:RetrievalMethod URI="#EKey" Type=
"http:/fwww.w3.0rg/2001/04/xmlenc#EnctryptedKey" />
<ds:KeyName>MasterEKey</ds:KeyName>
</ds:KeylInfo>
<CipherData>
<CipherValue>...</CipherValue>
</CipherData>
</EncryptedData>

Figure 3. EncryptedData element
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<EncryptedKey Id="EKey" xmins=
"http://www.w3.0rg/2001/04/xmlenc#rsa-1_5" />
<ds:Keylnfo
xmins:ds="http://www.w3.0rg/2000/09/xmidsig#">
<ds:KeyName>Lee Han Su</ds:KeyName>
</ds:Keylnfo>
<CipherData>
<CipherValue>j230fw</CipherValue>
</CipherData>
<CarriedKeyName>MasterEKey</CarriedKeyName>
</EncryptedKey>

Figure 4. EncryptedKey element
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<MyPhr version="1.0" createDate="2006-06-30T11:12:01"
xmins="http://www.kmu.ac.kr/MyPHR">
<MyPhrHeader>
<creatorsinfo>
<creator>
<personalld type="national">670217-1691127</personalld>
<personalName>Zl & =</personalName>
<department>71Z+S ZIMIE{</department>
<facility>5t=12| = ¥ </facility>
<fcreator>
<fcreatorsinfo>
<clinicsInfo>
<clinicalFacility>8t=2| 2 &l </clinicalFacility>
</clinicsInfo>
<scopePeriod start="2004-01-01" end="2006-06-20"f>
<securityKeylInfo>
<securityKey class="owner">
<EncryptedKey |d="EKey"
xmins="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5" />
<ds:Keylnfo
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:KeyName>Lee Han Su</ds:KeyName>
</ds:Keylnfo>
<CipherData>
<CipherValue>j230fw</CipherValue>
</CipherData>
<CarriedKeyName>MasterEncryptKey</CarriedKeyName>
</EncryptedKey>
</securityKey>
</securityKeylnfo>
<protectedinfo encode="true">
<EncryptedData Id="Encryptedinfo"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenctaes128-cbc" />
<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmlidsig#">
<ds:RetrievalMethod URI="#EKey" Type=
"http://www.w3.0rg/2001/04/xmlenc#EnctryptedKey" />
<ds:KeyName>MasterEncryptKey</ds:KeyName>
</ds:Keylnfo>
<CipherData><CipherValue>...</CipherValue></CipherData>
</EncryptedData>
</protectedinfo>
</MyPhrHeader>
<MyPhrBody encode="true">
<EncryptedData ld="EncryptedBody"
xmins="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm=
"http://www.w3.0rg/2001/04/xmlenct#aes128-cbc" />
<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09/xmlidsig#">
<ds:RetrievalMethod URI="#EKey" Type=
"http://www.w3.0rg/2001/04/xmlenc#EnctryptedKey" />
<ds:KeyName>MasterEncryptKey</ds:KeyName>
</ds:Keylnfo>
<CipherData><CipherValue>...</CipherValue></CipherData>
</EncryptedData>
</MyPhrBody>
</MyPhr>

Figure 5. Case example of MyPHR document
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